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PATIENTS AND
PEOPLE INSPIRED CAREGIVERS

ToWinTogether Are Our Passion

CONTINUOUS QUALITY

IMPROVEMENT MATTERS
Creates Simplicity In All We Do

INNOVATION FINANCIAL
Fuels Our Growth DISCIPLINE

Drives Value
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High level Topics
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HCA Structure

IT infrastructure at HCA
 HCA Server Spreadsheet

Welch Allyn Connex Vitals Workflow
* Flow of Data & Mapping through database and cloverleaf

Connection to the network and server
* Encryption

Clinician Authentication (Cannot Login)

Bar Code Scanning (Patient Context, Cannot retrieve patient)
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HCA - Hospital Corporation of America

CREATING HEALTHY COMMUNITIES

26
MILLION

Patient encounters
each year

O

Patient encounters each year

233,000 37,000 79,000

Employees Active physicians Nurses
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HCA Structure

HCA
Corporate

One Server per market ~42 Servers
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Division Name

@ International Facilities




Corporate HCA

Nashville Orlando Fort Worth
3 Data Center Data Center Data Center

Delta Gulf Coast Far West

Capital Tristar
Division Division Division Division

Division

=
AN

TXA TXA/D

TNB
o 00 Market Market

Market

GAA
Market

Centennial Medical Center Bayshore Medical Center
Facility

Facility

Greenview Regional Hospital Clear Lake Regional Medical Center
Facility

Facility

Conroe Regional Medical Center
Facility

Hendersonville Medical Center
Facility
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Connex CS Server (Software only) and CSM
Conceptual diagram
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Welch Allyn System Architecture for Dallas
Ft Worth Market

Dallas/Ft Worth
Facilities

Denton Reg Med
COCDR

Green Oaks at Med City Dallas |
COCGBE

Med Cntr — Lewisville
COCLE

Med Cntr— Plano
COCPL v

Medical Center of McKinnay
COCMEK

Device connections to

. Connex Server and ADT

[ e

Connex ADT Listening
port 7711

E:-'.ab.o

gy

e,

O

Connex C5 Server
NTDVWPAPPCSMO1A
10.95.62.68

|

Cloverthreads to Meditech/
ORU message w/COCID ._

Single ORU Connection
Dut Bound to Cloverleaf

RDC Cloverleaf serve
170.150.194.10/13382

SQAL Server 10.95.62.43
Instance Name: XXX

-

B

Meditech
NMI

B

fOenton Reg Mad Cir
170.1.120.149/62332

B

Graen Caks at Med City Dallas
170.1.120.149/62226

B

Med Cntr — Lewisville
170.1.120.149/62334

B

Med Cntr — Planc
170.1.120.149/ 62338

Medical Center of McKinney
170.1.120.149/62336



Best Clinical Practice Workflow

Wireless Workflow - & Ethernet Workflow .:

To collect and document a single set of Vital Signs on single patient. ..

1. Scan Clinician . .
2. Scan 3. Capture Vital Signs, manual 4. Save & Send 5. Vitals are documented
Patient ID parameters, & modifiers. Readings inthe EMR

For Continuous Interval Monitoring (multiple sets of vitals) on a Single Patient. ..
First, complete Steps 1 & 2 as above with Wireless/Ethernet connections, then:

£

sy
‘w '

4. Touch Review tab on
CVSM, select vitals to send;

3. Capture interval data with
Touch Send.

CVSM in “Monitor” Profile.
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[;.\ Advanced settings.

Network connectivity method

NRS

J : Data encryption

‘ l : NRS IP address
Bluetooth® ‘ !172. 18.25.249

NRS port

7711

Network

Enhancing outcomes for
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[D Advanced settings.

Radio

i Enable bW
J , Enable radio J Enable radio network

alarms

| ESSID
RDO026

Server

Radio mode
a/b/g/n

J Dynamic frequency
: selection
;




(Authentication type
WPA2-Personal

Bluetooth®

S R R

% Passphrase

kExkkkRkEKkkK%X

P —

i
LR R R SR SO

Network




Network
MAC address 00:1A:FA:FF:FD:19
IP address
Subnet mask
Gateway
DHCP server
DHCP lease time
Network Statistics

Rx bytes 0

Tx bytes 0

Rx packets 0O

Tx packets 0

' Rx multicast packets 0

Errors

Rx errors 0

Tx errors 0

Rx packets dropped 0




"‘:llﬁl\f1ULl" ‘Wkp

R AR R T, S e . iy — " _— .
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[3' Advanced settings.

Log file

Config file

IR

Netwo rk ttings
MAC address 00:17:23:e0:26:50 Vi )0.02 _
IP address 172.18.26.90 DHCP address obtaineds
Subnet mask 255.255.255.0 SSID RDO26
Gateway 172.18.26.1 Access point MAC D8:C7:CEs
DHCP server 172.18.0.5

DHCP lease time 3 00:00:00 Authentication type WP
Network Statistics :
Rx bytes 21727
Tx bytes 29345
Rx packets 168
Tx packets 403
Rx multicast packets 0
Errors
Rx errors 0
Tx errors 0
Rx packets dropped 0
Tx packets dropped 0

Generﬁl -




Welcl\Allyn ~ PATTE

S R R e T I R A T i e e _—
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la Advanced settings.

Radio Network connectivity metho
e [NRS

S b

Security

i J ‘ Data encryption

; NRS IP address
Bluetooth® i [172.18.25.249

NRS port Bl
l;711 ‘ Test network connection




; AT A e B PA

Ping NRS Server 172.18.25.249 Success

Query NRS server 172.18.25.249 for Connex IP address 172.18.25.249

WACP rendezvous with Connex server 172.18.25.249 Success



Proper NRS configuration

~ Alarm Gateway Settings for: CONNEX v
Input/Cutput - FWDCWPAPPNRCO1
Pripor]ty ﬁltir Network rendezvous services
= Data Services “Server
Release locks
+ Export data DCP listener port
Settings @ Use inherited value (44435)
> HL7
ADT configuration @ 44435
Continuous measurement configuration Network rendezvous listener port
Vital signs configuration
~ Import data © Use inherited value (7711)
Custom Configuration
Patients @ il
Settings ~Services to be resolved by DCP
| Users 0 10956241 281 UDP
= Licensing
Pool configuration
Status .
~ Logs §
Aumt_ Service type Host Port Protocol
Log viewer
~ Settings L 281 uoe |'|
Connections

) ~Services will be resolved by DCP network rendezvous
Custom Configuration

Device Clinician Authentication 14 10.95.62.41 7750

Server 8 10.95.6241 281
Stations 10 10.95.62.41 283
Stations admin

Ordinal Host

8 - Patient spot upload connection request - WACP over TCP | v|
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[;;l Advanced settings.

|| Network connectivity method
Host IP

E ’ Data encryption
i
!5

s I Most IP address

Hetoot 1 | |172.18.25.249

Host Port
281




Bt ‘J.."Jl‘lmy AR ?AT"

Ping Connex Server 172.18.25.249 Success

WACP rendezvous with Connex server 172.18.25.249 Success




Best Clinical Practice Workflow

Wireless Workflow - & Ethernet Workflow .:

To collect and document a single set of Vital Signs on single patient. ..

1. Scan Clinician . .
2. Scan 3. Capture Vital Signs, manual 4. Save & Send 5. Vitals are documented
Patient ID parameters, & modifiers. Readings inthe EMR

For Continuous Interval Monitoring (multiple sets of vitals) on a Single Patient. ..
First, complete Steps 1 & 2 as above with Wireless/Ethernet connections, then:

£

sy
‘w '

4. Touch Review tab on
CVSM, select vitals to send;

3. Capture interval data with
Touch Send.

CVSM in “Monitor” Profile.
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min Tools |Users | Roles

Alarm Gateway
Input/Output - FRWNDCOWPAPPMRCO
Priority filter
Data Services
Release locks
Export data
Settings
HLY
ADT configuration
Continuous measurement configuration
Vital signs configuration
Import data
Custom Configuration
Patients
Settings
Users
Licensing
Pool configuration
Status
Logs
Audit
Log viewer
Settings
Connections
Custom Configuration
Device Clinician Authentication
Server
Stations
Stations admin

L1121

-Select authentication providers

Check all providers that a dinician can belong to. Order is important. First cne
hit will be used

| Status  Provider Name Provider Type

Retveirecory
comexvatabose il

|71 SunriseProdAD

Q ConnexClientServices

-~ Active Directory Credentials
Domain IP address 159.139.152.114
Active directory user name entrsvcldpmdi0l

Add provider
Authentication provider type

ConnexDatabase |~

Sequrity provider name

Clinician identifier

Check all dinician identifiers scanned at
the device. Order is important. First one
hit will be used

AccountName
B Username

W Employeeld

Group membership
Select groups B 25394vitals_CLIN
25471Vitals_CLIN

Group name

—FRAR idantitiar

B il




Best Clinical Practice Workflow

Wireless Workflow - & Ethernet Workflow .:

To collect and document a single set of Vital Signs on single patient. ..

1. Scan Clinician . .
2. Scan 3. Capture Vital Signs, manual 4. Save & Send 5. Vitals are documented
Patient ID parameters, & modifiers. Readings inthe EMR

For Continuou
First,

£

sy
‘w '

terval Monitoring (multiple sets of vitals) on a Single Patient. ..
plete Steps 1 & 2 as above with Wireless/Ethernet connections, then:

4. Touch Review tab on
CVSM, select vitals to send;

3. Capture interval data with
Touch Send.

CVSM in “Monitor” Profile.
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Best Clinical Practice Workflow

Wireless Workflow - & Ethernet Workflow .:

To collect and document a single set of Vital Signs on single patient. ..

1. Scan Clinician . .
2. Scan 3. Capture Vital Signs, manual 4. Save & Send 5. Vitals are documented
Patient ID parameters, & modifiers. Readings inthe EMR
For Continuous Interval Monitorin ultiple sets of vitals) on a Single Patient. ..

First, complete Steps 1 & 2 bove with Wireless/Ethernet connections, then:

£

sy
‘w '

4. Touch Review tab on
CVSM, select vitals to send;

3. Capture interval data with
Touch Send.

CVSM in “Monitor” Profile.
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Best Clinical Practice Workflow

Wireless Workflow - & Ethernet Workflow .:

To collect and document a single set of Vital Signs on single patient. ..

1. Scan Clinician . .
2. Scan 3. Capture Vital Signs, manual 4. Save & Send 5. Vitals are documented
Patient ID parameters, & modifiers. Readings inthe EMR

For Continuous Interval Monitoring (multiple sets of vit
First, complete Steps 1 & 2 as above with Wirel

£

sy
‘w '

n a Single Patient. ..
thernet connections, then:

4. Touch Review tab on
CVSM, select vitals to send;

3. Capture interval data with
Touch Send.

CVSM in “Monitor” Profile.
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Day 2
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Matwork Eplsodic
Rendazvous Connactivity
Sarvice Searvice

e
Plug-In TV ichar
B Plug-in

Enterprise Gateway Service 3*-Party

Authentication Servic

Connex Client Services

Authentication
Service

| About Service |‘ |I Data Service |

|Amum|smma” ADT Sarvice || Adin Service |

EMRHIS System

Connex ProView
Application




Flow of Data for ADT

NRS

ECS
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EGS

3

Connex Client

T
Active
Directory

Corepoint

[

ADT

EMR

@

Services \/»\

v
Connex

WADB
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Flow of Data for clinician authentication

NRS ECS <« ADT
r, EGS |__, | Corepoint
@ @ —> EMR
(2
@ Connex Client
ﬁgprvirpq
(5 Vv
~N
- ‘.$ Connex
. WADB
~N_

1111111111111111111111111



Flow of Data for patient lookup

NRS cCs <« ADT
@I, EGS |__, | Corepoint
@ @ —> EMR
(2
@ Connex Client
ﬁgprvirpq |
@\@l i
~ A
LN Connex
. WADB
N

1111111111111111111111111



Flow of Data

NRS

@D @

PPPPPP

1111111111111111111111111

ECS

3

EGS |(7)
@ 6
Connex Client
5) S
~ A
Connex

Corepoint

T

ADT

'

EMR

A WADB
. ctive )
Directory



Figure 4: Single ORU Interface

: Port 8001
Receiver |- Sender
ADT Message
Connex CS - .
Server ustomer
IP+Port .
Sender - Receiver
ORU Message
Confirmed and Unconfirmed
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Welcly\llyn | Service Dashboard HCA Corp User » | Global Service Center | Contact Us

REFINE RESULTS: MODEL ASSET TAG :ES;ELR LOCATION LAST CONNECTED
Connexcs Perf_Server_PER Far West Division
(not set) F-SERVER_Serve San Jose 25 SEP 2013, 6:45 PM EDT
ORGANIZATION Server ) (ot set)
CNO1065_WIN-  Mountain Division

ConnexCS

gani (not set) U2KSTONJO10_  North West 08 MAY 2015, 3:34 PM EDT
Server i
PC: Custom - fl@- ha = o)
: ustomer Connexcs RAID_CS-CONNE 2" VYest Division

(not set) XSVR_Server Las Vegas 25 SEP 2013, 5:52 PM EDT
(not set)

PC: Location "= '@Wl? s

CoNNEX Sy ocetTag Field 100000444015 25 V893S

voltai . * — ot Monitor Mountain View
Eacitit
5) ‘ Mountain Division
: 2 North West
Southern Hills Hospital Me ' gf:m‘]ti'; AssetTag Field 100000200415 Eastem Idsho 25 AUG 2016, 3:33 PM EDT
dical Ctr (1) : v Regional Medical
Ctr

CSM: Location|D | s S, =

ot Monitor AesetTogibield: | 100002694714 Sunrise Hospital

» San Jose (9) ) ‘Medical Center
. ; Far West Division
» Mountain Division (6) Connex Sp Las Vegas
! & ot Monitor Mountain View
MODEL i Hospital
ra Far West Division
Any Model L gf';;en"l;': AssetTaq Field 100000032014 ::;';‘l’fj Medical 24 AUG 2016, 10:25 PM EDT
Connex Spot Monitor (23) grr l\’,;:;n[,?\z:;n
Las Vegas
AssetTag Field 000020141218 Southern Hills 24 AUG 2016, 10:08 PM EDT
Hospital Medical
Ctr o
Mountain Division
North West

25 AUG 2016, 3:01 PM EDT

25 AUG 2016, 3:37 PM EDT
AssetTag Field 100000074014

25 AUG 2016, 3:01 PM EDT

ConnexCs (3) Connex Sp
ot Monitor
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Supporting slides
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@ Advanced settings.

Asset tag

|

' | Device location

‘Genéral

‘Centennial

' gonﬂgﬁle l Device location ID

'HCA

Log file

Allow display lock

T R TR TE E E GHIr TPp

AP 4 A A T s A

| Touchscreen calibration

e




';D Advanced settings.

Radio stats

. Configuration file

: Active Config file nhame

Genéral

Config file

D S —

Load configuration from r

CENT03102016 PROD _Copy-signed.w...

Date of generation
2016-06-02

Date loaded to device

L

Save current configuration.
2016-12-20 o




@ Advanced settings.

Radio stats

Genéral

Config file

Y e O T R P




il Advanced settings.

: Reset to defaults

Load firmware from network

Config file

' , @ All settings

O Radio settings only Firmware is up-to-date.




— https://www.youtube.com/watch?v=bTbHwnxCGal

e Teamwork

— https://www.youtube.com/watch?v=ftPOy4yUGMQ

* Funny leadership

— https://www.youtube.com/watch?v=SA7bKo4HRTg
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https://www.youtube.com/watch?v=bTbHwnxCGaI
https://www.youtube.com/watch?v=ftPOy4yUGMQ
https://www.youtube.com/watch?v=SA7bKo4HRTg

